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Abstract of JP 2002351 567 (A) 
PROBLEM TO BE SOLVED: To provide a 
program controller and a program 
controlling method capable of effectively 
establishing security in carrying out a 
program and to provide a program. 
SOLUTION: A controlling part 300 in an IC 
chip 200 mounted on an IC card 100 
performs a security program recorded in an 
OS part 420 when initialized. In a DF area 
part 440, a plurality of kinds of programs for 
realizing a plurality of kinds of services are 
recorded in a plurality of areas. When an 
area corresponding to a desired service is 
designated, the controlling part 300 sets a 
hardware firewall (HWFW) in the 
corresponding area on the basis of the 
operation of the security program. The 
HWFW inhibits designation of another 
service during the performance of the 
program of the designated service and 
inhibits the program in execution from 
performing a program of another service. 
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V -^/kn y h° fc'^M^fD '3 y tf a— ^ >-7.f A 

fcWfflLxfciw ±^»isnii-ri,7° 

A ft 3 y e a - ^ |c>f yx b t xmrf-f h t\ 

kx\ ±Mcommm3 o om^mmmw^m^t 

hZkifiT**. 

[00 52] ZZX\ 3ye a -^t7n/5A^« 
-t&JffliffiKC&i,. Mil ±IBTn^7A&IE#i 
L3t«*(Witf. 7WWa^, CD-RO 
M (Compact Disc Read-Only Memory) . DVD(Digita 
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1 Versatile DisW&f) frt>A h~)VLX%> X 

<. ifcji, mummmm. ma*? M7-*\ mm 

If. Mm*v hV-tCOm^M ( B B S : Bulletin Boa 
rd System) £3f£7W7A£«^U itlW^b 

[00 53] 

imi ] ^K^ift^m(a^s i crt-FowH 

k. I C#-h*<0 I C^7^«)£«J^I>£i6<D 

err**. 

[H2 3 HI fcjjt-f D Fffi«g|{^iffll*SffiBf 4fc«xo 

etc**. 

[05 3 04fc^t«H«0«.*SiW-Sfc»<o0 > Ci5 
[023 

440 



■y— exi 


■y— tfxa 








(IDA— K) 







\ v a Y / v t ; 

440-1 440-2 440-n 



9s ( a ) {i^fflrn^^AoHfrBf^Ma^iiBHtl. 
TtfeOHT* 0 . ( b ) (4. imm-V*<r»\r- hT 

xhh. 

[06 3 mA^i-mmmmmmi-^fdsbcDmx 

( a ) imw}— VXCWV- bTJlsfbV iffi 
feZtitzWi&OWmWEth tz*b<7)®X$> <9. ( b ) 

[07 3 04 ^t-HWFwti immmmmmi-h 
[08 3 07 t^-«yicoflai*siB9f sfcAc^H-cab 

0 . ( a ) ii7W^ AHfrB#tffiW-h-x^fgS§ 
;hJ£*^*BH£li^£fcfccO0T* ( b ) {JH 

100 IC^-b* 

200 ic-f-^r 

300 Hflffi 
400 -X^Ugff 

410 immm 

4 2 0 OS (Operation System) S5 

430 MF (Master File) g|5 

44 0 DF (Dedicated File) WHS 

[033 
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ft* 


osai 








DF 

was 


/ 


^ RAM 


ROM 


EEPROM 
J 





'X 



(&0) ) 0 2-3 5 1 567 (P2 0 0 2-3 5 1 5 6 7 A) 




(72)^bj!^ rujg (72mm m m& 

m«EJiCE«»|HTg3#3# ^iI?imMf|HTB3#3^ »5$£ 

F?-A(##) 2C005 MA01 MB05 SA22 SA25 
5B035 AA13 BB09 CA11 CA38 
5B076 FB01 FB02 FB03 



